Congress of the nited States
MWashington, B 2035135

November 16, 2017

The Honorable Rodney P. Frelinghuysen The Honorable Nita M. Lowey
Chairman Ranking Member

Committee on Appropriations Committee on Appropriations
U.S. House of Representatives U.S. House of Representatives
Washington, D.C. 20515 Washington, D.C. 20515

Dear Chairman Frelinghuysen and Ranking Member Lowey:

As you and your colleagues prepare to finalize appropriations legislation for FY 2018, we respectfully
request that you appropriate the remaining $400 million from the Help America Vote Act of 2002
(HAVA) for states to use to secure their elections infrastructure. ! We know now that Russia launched
an unprecedented assault on our elections in 2016, targeting 21 states’ voting systems, and we believe
this money is necessary to protect our elections from future attack.

Over the past five months, we have co-chaired an Election Security Task Force to better understand
what can be done to protect our elections going forward. Our findings demonstrate that there is an
urgent need for federal funding to help states secure their elections.

Through our investigation, we found that voting machines can easily be hacked. In July, at DefCon,
one of the world’s largest, longest-running, and best-known hacker conferences, 25 pieces of election
equipment were successfully breached by participants with little prior knowledge and limited tools.
In over 40 states, elections are carried out using voting machines that were purchased more than a
decade ago.® These machines are now either obsolete or at the end of their useful life. Some of these
machines rely on operating systems like Windows XP or Windows 2000 which pose a particularly
significant security risk as those operating systems either do not receive regular security patches, or
have stopped receiving support altogether.* These issues are exacerbated by the fact that twenty
percent of Americans cast their ballot on voting machines that do not have any kind of paper backup.’
In other words, if these paperless machines were hacked, it would be nearly impossible to tell.®

State voter registration databases are also vulnerable to attack. In Illinois, hackers successfully
breached registration databases and attempted, but failed, to alter and delete voting records.” In
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Arizona, hackers successfully installed malware on a county election official’s computer.® Russian
hackers also targeted at least one election vendor with the hope of ultimately obtaining access into
numerous state and local voter registration databases.” If these attacks had been successful, hackers
would have been able to alter or delete voter registration records, causing a great deal of chaos on
Election Day and potentially swaying the results of the election.

The single most urgent need is for states using paperless machines to replace their outdated equipment
with paper ballot voting systems. The Brennan Center estimates that cost to replace paperless voting
machines would be between $130 and $400 million, and states do not have the money to do this
themselves.'® South Carolina is one of the five remaining states that relies exclusively on paperless
machines, and a spokesman for the South Carolina Election Commission recently told the New York
Times, “We’re using the same equipment we’ve used since 2004. If $40 million dropped into our
hands today, we’d have a paper ballot trail, too.”'! In order to prevent future attacks, states also need
to hire IT staff, upgrade and maintain IT infrastructure, and train election officials and poll workers
on cybersecurity.

State and local election officials are acutely aware that they need to improve election security, but
they lack the necessary funds to safeguard their voting infrastructure.'> In most states, legislatures
are not increasing their election security budgets.”” In some cases, Governors are actively
undermining election security efforts. In Florida, Governor Scott’s budget proposed reducing the
funding for the Division of Elections by almost one million dollars.'* In July, Governor Kasich vetoed
a provision in Ohio’s budget that would have allocated one million dollars towards voting
equipment.'® Governor Walker issued a partial veto to the state’s budget, and in doing so, eliminated
five jobs from the Wisconsin Elections Commission.'® This issue is simply too important to sit back
and watch state governments and the federal government pass responsibility back and forth.

Moreover, state and local officials have expressed a desire for Congress to step in. In a recent Politico
survey of state election officials, 21 of 33 respondents want the federal government to authorize funds
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for states to spend on replacing voting machines or otherwise strengthening election security.!” In
response to the letter sent out by the Task Force to the chief election official in each state asking how
the federal government could help states with election security, the National Association of
Secretaries of States replied by saying, “States would clearly benefit from the appropriation of the
outstanding balance of federal HAVA funds to aid them in ensuring that they have sufficient
equipment, technical support, and resources to maintain a sound security posture for their computer-
based systems.”!®

The money that states need can be appropriated right now. HAVA authorized $3 billion dollars for
states to upgrade and modernize their election infrastructure in the wake of the chaotic 2000
presidential election. According to the Election Assistance Commission, the agency charged with
administering HAVA’s grants, approximately $2.6 billion of the HAVA funds have been
distributed.!” Appropriating the remaining $400 million would enable states to take the crucial
security steps of replacing outdated equipment, implementing cybersecurity best practices, and hiring
IT staff.

When a sovereign nation attempts to meddle in our elections, it is an attack on our country. We
cannot leave states to defend against the sophisticated cyber tactics of state actors like Russia on their
own. Michael Chertoff, former Secretary of Homeland Security wrote in The Wall Street Journal,
“In an age of unprecedented cyber risks, these dangers aren’t surprising. But lawmakers and election
officials’ lackadaisical response is both staggering and distressing...This is a matter of national
security, and Congress should treat it as such.” We urge you to recognize that ensuring the security
and integrity of our election system is a bipartisan issue, and to appropriate the funds states
desperately need to secure their elections.

Thank you for your attention to this matter.
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ROBERT A. BRADY BENNIE G. THOMPSON

Ranking Member Ranking Member

Committee on House Administration Committee on Homeland Security
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